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What is TextCrypt?

TextCrypt is a cross-platform tool that allows users to encrypt entered text using
AES-128 encryption to protect their data. By simply entering a password and the
text they desire to encrypt, TextCrypt will encrypt the text on the fly to protect it
from prying eyes. TextCrypt supports other languages such as Chinese, Japanese,

Arabic, etc.

System Requirements

TextCrypt is programmed to run on the following minimum specifications:

* Mac 0S X 10.4 or later

* Microsoft Windows XP SP2 or later

* X86-based Linux distributions with GTK+ 2.8 (or higher), glibc-2.4, CUPS
(Common Unix Printing System), and Llibstdc++.50.6 Officially supported
distributions: Ubuntu 6.10 or later, SUSE Linux Enterprise Desktop 8 and

above, and Red Hat Enterprise Linux 5

Registration Number

Each user is required to have a registration number, otherwise known as a serial
number, in order to complete the full version installation of the software
properly. Whether the software has been purchased online or through a third
party retail channel, the user needs the registration number for installation of the

software.

Online Purchase

When purchasing the software online at: http://www.subrosasoft.com/, the
registration number is automatically emailed as part of the purchase confirmation.
If a confirmation email is not received, please ensure that it has not mistakenly

been placed in the email client’s junk folder before requesting technical support.
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Having received the email, please make a print out and store this in a safe and

secure place for future reference.

Retail Purchase
If the software was purchased through a retail channel, the registration number
should be inside the jewel case. Please be sure to keep these details in a safe

and secure place.

No Registration Number - Demo Mode

Without a registration number it is only possible to start using a version of
TextCrypt with limited functionality. In Demo Mode the user will only be able to
encrypt 32 characters of data with a non-changeable password. To register the
software from demo mode, purchase the software online or via retail channel,
and then simply select “Register” from the TextCrypt drop menu and enter a valid

registration number in the dialog screen.

Updates and Upgrades

A single registration number is valid for incremental updates to the purchased
version of TextCrypt. When upgrading between versions the purchase of a new
registration number will be required. For information on upgrades, please email

sales@subrosasoft.com.

Lost Registration Numbers

Please ensure that you keep your registration number in a safe and secure place.
Print off confirmation emails, or back them up. Store the jewel case in a secure
place. SubRosaSoft Inc. cannot guarantee the ability to re-issue serial numbers

for our users.

Site Licenses

Site Licences can be purchased online via http://www.subrosasoft.com/. For

volume discounts please contact us directly via email: sales@subrosasoft.com.
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Obtaining the Latest Version

Downloading from the Web Site
It is important for every user to ensure that they have the latest version of the
TextCrypt software. The latest version is always freely available for download on

our web site at: http://www.subrosasoft.com/
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SubRosaSoft.com Inc

Software for Apple Mac OS X, for when you really need your files back.

FileSalvage CopyCatX FileDefense Forensics Downloads ~ Support

Greetings, and welcome to the home page of SubRosaSoft.com Inc.

SubRosaSoft.com Inc
37600 Central Ct, Suite 212
ewarl
California 94560
United States of America
Phone +1 (510) 870-7883

SubRosaSoft.com is a software development firm based in Newark, California. Fax +1 (510) 868 3407
Sales e-Mail: sale osasoft.

Founded in 2002, SubRosaSoft specialized in privacy related and system utilities. Support e-Mail sup

SubRosaSoft's design philosophy revolves around easy-to-use yet extremely powerful

software. Our software range includes security, file and device management, home

security, forensics, and data and device recovery. Our users range from entry-level

Mac users and hobbyists to system administrators, consultants, and forensics

professionals.

One of the most prolific Macintosh software developers, SubRosaSoft also licenses

solutions to other US software and hardware companies and partners with publishers
around the world to help improve your Mac OS X user experience. R

A download link, alongside version information, is accessible on the product page
of the site. Simply click the respective link and a compressed archive file will
automatically begin to download to the desktop, or another specified download

location.

TextCrypt versions are distributed in a ZIP archive format and can be
decompressed in the Mac OS Finder with a simple double-click of file icon. This

will place the decompressed application file in the same location as the original
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ZIP archive, most likely the desktop. You will need to use an archive utility to

uncompress it under Windows and Linux.

Having decompressed the application, we strongly recommend that this copy of
TextCrypt then be moved to Applications folder and the original ZIP archive file be

placed in the Trash for deletion.

Using WebCheck

TextCrypt has a built-in web-enabled version checker. This is invoked at
application start-up and will make a single web request for a text file, stored on
SubRosaSoft’s servers, that contains the most up-to-date version number of the
software. This is solely for the purpose of comparison with the version on
TextCrypt's host computer. At no point does SubRosaSoft collect any identifying
information and the request to our servers is no different from making a similar

request in your web browser, and browsing our web site.

When TextCrypt determines the version of the software to be out-of-date, the user
will be prompted to download a newer version of the software by a dialog box
that will come to the fore. Of course, should the user not wish to update at that
point in time he or she can cancel the prompt, and review the update again next

time TextCrypt is started.

If the user prefers to disable this functionality, and ignore update requests, he or

she should simply select “Disable WebCheck” from the File drop menu.
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Finding Help & Technical Support

Should the user need assistance while working with TextCrypt, there are a number

of sources through which to get help:

Help within TextCrypt
The user can find this help file within TextCrypt by going to the Help menu at the
top of the screen and choosing “Show Help” from the menu. This will display the

manual you are reading now.

Technical Support
Our technical support is free via email and can be accessed at the following

address: support@subrosasoft.com. The support hours are 10am to 6pm Pacific
Standard Time Monday to Friday (GMT -8).

In addition to any support question(s), the user must include ALL of the following

pieces of information:

* Valid registration number.
* System configuration(s) - hard drive make, model etc.

* System OS version.

System related information can be found by using the “System Profiler”

application in the /Applications/Utilities folder.
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Installing & Updating TextCrypt

Installing From the CD-ROM

Once the CD has mounted on the user’s desktop and the CD volume has been
opened into a window, the user should see a folder named “Applications”. To
install TextCrypt to the host computer, open the said folder and drag & drop
TextCrypt to any desired location on the new host computer, though we strongly
recommend placing it in the host computer’s “Applications” folder. Having done

this the user is ready for the initial setup.

Installing or Updating via Download

Once the software has been downloaded from the site and decompressed, the
user should simply drag & drop TextCrypt into the Applications folder, or to the
previously selected desired location. If prompted to replace the existing version
of the file, click Replace. On Windows and Linux systems, simply drag the
TextCrypt folder to the desired location and launch the application within to use

TextCrypt.

Initial Setup
The first time the application is launched the user will be asked to accept the End
User License Agreement (EULA - see Appendix C) and then to enter his or her

valid registration number.

Uninstalling TextCrypt

Removing TextCrypt from a system is a simple process. Simply quit TextCrypt,
locate the TextCrypt application in the Applications folder, or other desired
location, drag & drop it into the Trash, and select Empty Trash. On windows and

Linux systems, simply drag the TextCrypt folder to the trash and empty it.
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Encrypting and decrypting text

Setting a password

The first step in using TextCrypt is to set your encryption password. To do so,
simply enter your desired password in the password box. Remember that this
password is protecting your encrypted text so make sure your password is hard to
guess. Using a combinations of letters, numbers, upper and lowercase characters
is highly recommended. Make sure you remember the password, as your text
cannot be recovered if the password is lost. The longer the password, the

stronger the encryption (up to 16 characters).

Entering text to be encrypted

Here is some example text to be encrypted.

~=TextCrypt-4Q0fPgpYrXZtvEHGWSbOhYK5£44XDpOhL7pGy Syd
qjzKZBgg6kWGezD+hCSfrZdozdZTmIggIAdbITS7
VokoSg==

# Auto Clipboard Pasted

TextCrypt-4QOfPgpyrxZtvEHgWSbOhyK5f44XDpQhL7pGy
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After entering an encryption password, the next step is to enter the text you wish
to encrypt. Simply type or paste the text you wish to encrypt into the ‘Clear Text’
area below the password box. As you enter your text, you will see the characters
in the ‘Encrypted’ area at the bottom of the TextCrypt window change.

Copying encrypted text

Once you have entered your encryption password and entered the text you wish to
encrypt, the encrypted text will appear in the ‘Encrypted’ area at the bottom of
the TextCrypt window. Simply highlight this text and copy it either by going to
the ‘Edit’ menu in the menu bar and selecting ‘copy’ or by using the keyboard
shortcut Command - C on a Mac or Control - C on a Windows machine. You can
then paste the encrypted text anywhere you'd like. Save it in a text file for
safekeeping or paste it into an email and send it with the confidence that your

secret is safe.

Decrypting text

To decrypt text, first you must enter your encryption password into the Password
field of TextCrypt. This is the same password you used when originally encrypting
the text. Once the password has been entered, paste the encrypted text into the
‘Encrypted’ field. TextCrypt will automatically display the decrypted text in the
‘Clear Text' field of TextCrypt.

Using Auto Clipboard

By checking the box labelled ‘Auto Clipboard” in the bottom left side of the
TextCrypt window, the application will automatically copy the encrypted data to
the OS clipboard for easy pasting into the application of your choosing whenever
you leave the TextCrypt window. Simply uncheck this box should you wish to not
have this data copied for you automatically. The ‘Pasted’ section at the bottom of

the TextCrypt window will show what has been copied to the clipboard.

2: Using TextCrypt - Understanding the Functionality



Appendix -A Page 14 of 19

Questions and Answers

Why would I encrypt text?
If you wish to send a message to someone using any standard Internet messaging
system (such as email, or online chats), it is important that nobody can read that

message except the person you are sending it to.

Can I get TextCrypt on a CD?
Yes, please visit our web site http://www.subrosasoft.com/ or email

sales@subrosasoft.com for more information.

By installing TextCrypt, what exactly gets installed and where?
We install a file named “TextCrypt Prefs” in your Preferences folder, or

AppData/Application Data folder on a Win system.

Where is the documentation for TextCrypt?
You are reading it now. If you need help while you are using the software, you

can access the help file from the Help menu.

Is there a demo version of TextCrypt?
Yes, there is a free demo version of TextCrypt. The free trial limits encrypted

messages to 32 characters and a non-changeable demo password.

I need support help, what should I do?

Our technical support is free and can be accessed by e-mail (Our email support
hours are 10am to 6pm, Pacific time) or by phone. If you choose to contact our
technical support via email, you must include in the email your serial number,

system configurations, and the system software version.

A: Questions and Answers
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Menu Shortcuts Reference

The following shortcuts are specific to the TextCrypt Application.

Apple Key + Comma Open ‘Registration” Window

Moving between password, Clear Text, and Encrypted

Tab windows.

Apple Key + ? Show Help

Apple Key is also called <command-> key.

B: Menu Shortcuts Reference
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Copyright Notice

SubRosaSoft.com Inc copyrights this software, the product design, and design
concepts with all rights reserved. The copyright laws of the United States of
America subject to the restrictions and limitations impose your rights with regard
to the software and manual.

Under the copyright laws, neither the programs nor the manual may be copied,
reproduced, translated, transmitted or reduced to any printed or electronic
medium or to any machine-readable form, in whole or in part, without the written
consent of SubRosaSoft.com Inc.

© Copyright 2010 SubRosaSoft.com Inc. All Rights Reserved.

End User License Agreement

DO NOT USE THIS SOFTWARE UNTIL YOU HAVE CAREFULLY READ THIS AGREEMENT
AND AGREE TO THE TERMS OF THIS LICENSE. BY USING THE ENCLOSED SOFTWARE,
YOU ARE AGREEING TO THE TERMS OF THIS LICENSE.

The software license agreement for this program is included in this manual so you
can read it before installing the program. INSTALLING THE PROGRAM OR USE OF
THE MATERIALS ENCLOSED WILL CONSTITUTE YOUR ACCEPTANCE OF THE TERMS AND
CONDITIONS OF THIS SOFTWARE LICENSE AGREEMENT. If you do not agree to the
terms of this software license agreement, do not install the software and
promptly return the package to the place of purchase for a full refund of all
money that you paid for the product.

In return for purchasing a license to use the computer program known as
"SubRosaSoft TextCrypt™" and for purchasing documentation included in this
package, you agree to the following terms and conditions:

1. License. The Software enclosed is licensed, not sold, to you by
SubRosaSoft.com Inc for use under the terms of this software license. This non-
exclusive license allows you to:

i. Use SubRosaSoft TextCrypt™ only on a SINGLE computer at any one time. You
may only use the SubRosaSoft TextCrypt ™ and only on drives physically connected
to that single CPU.

ii. Only use the Software to monitor systems on a SINGLE computer that is used
by you.
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iii. Make one copy of Software in machine-readable form, provided that such copy
is used only for backup purposes and the copyright notice is reproduced on the
backup copy.

iv. Transfer Software and all rights under this license to another party together
with a copy of this license and all documentation accompanying the Software,
provided the other party agrees to accept the terms and conditions of this license.

As a licensee, you own the media on which the Software is originally recorded.
The Software is copyrighted by SubRosaSoft.com Inc and proprietary to
SubRosaSoft.com Inc, and SubRosaSoft.com Inc retains title and ownership of the
Software and all copies of the Software.

This license is not a sale of Software or any copy. You agree to hold Software in
confidence and to take all reasonable steps to prevent disclosure.

2. Restrictions. You may NOT distribute copies of this Software to others or
electronically transfer Software from one computer to another over a network or
via modem. The Software contains trade secrets that are wholly owned by
SubRosaSoft.com Inc. You may NOT decompile, reverse engineer, translate,
disassemble or otherwise reduce the Software to a human understandable format.
YOU MAY NOT MODIFY, ADAPT, TRANSLATE, RENT, LEASE, RESELL FOR PROFIT,
DISTRIBUTE, NETWORK, OR CREATE DERIVATIVE WORKS BASED UPON THIS
SOFTWARE OR ANY PART THEREOQF.

3. Termination. This license is effective until terminated. This license will
terminate immediately without any notice from SubRosaSoft.com Inc if you fail to
comply with any of its provisions. Upon termination you must destroy the Software
and all copies thereof. You may terminate this license at any time by destroying
the Software and all copies thereof.

4. Export Law Assurances. You agree and certify that neither the Software nor the
documentation will be transferred or re-exported, directly or indirectly, into any
country where such transfer or export is prohibited by the relevant governmental
parties and requlations there under or will be used for any purpose prohibited by
relevant government parties.

5. Warranty Disclaimer, Limitation of Damages and Remedies.

SubRosaSoft.com Inc makes no warranty or representation, either expressed or
implied, regarding the merchantability, quality, functionality, performance, or
fitness of the compact disc, diskettes, manual or the information provided.

This Software and manual are licensed “AS IS.” It is solely the responsibility of
the consumer to determine the Software’s suitability for a particular purpose or
use. SubRosaSoft.com Inc and anyone else who has been involved in the creation,
production, delivery or support of the Software, will in no event be liable for
direct, indirect, special, consequential or incidental damages resulting from any
defect, error or omission in the compact disc, diskettes, manual or Software or

C: Copyrights, EULA, and Trademarks
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from any other events including, but not limited to, any interruption of service,
loss of business, loss of profits or good will, legal action or any other
consequential damages. The user assumes all responsibility arising from the use
of this Software. SubRosaSoft.com Inc’s liability for damages to you or others will
in no event exceed the total amount paid by you for this Software. In particular,
SubRosaSoft.com Inc shall have no liability for any data or programs stored by or
used with SubRosaSoft.com Inc’s Software, including the costs of recovering such
data or programs. SubRosaSoft.com Inc will be neither responsible nor liable for
any illegal use of its” Software. SubRosaSoft.com Inc reserves the right to make
corrections or improvements to the information provided and to the related
Software at any time, without notice.

SubRosaSoft.com Inc will replace or repair defective distribution media or
documentation at no charge, provided you return the item to be replaced with
proof of purchase to SubRosaSoft.com Inc during the 30-day period after
purchase. ALL IMPLIED WARRANTIES ON THE MEDIA AND DOCUMENTATION,
IncLUDING IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, ARE LIMITED IN DURATION TO THIRTY (30) DAYS FROM THE
DATE OF THE ORIGINAL RETAIL PURCHASE OF THIS PRODUCT. The warranty and
remedies set forth above are exclusive and in lieu of all others, oral or written,
expressed or implied. No SubRosaSoft.com Inc dealer, representative, agent, or
employee is authorized to make any modification, extension, or addition to this
warranty. Some States do not allow limitations on how long an implied warranty
lasts, or the exclusion or limitation of implied warranties or liability for incidental
or consequential damages, so the above limitation or exclusion may not apply to
you. This warranty gives you specific legal rights, and you may also have other
rights that vary from State to State.

6. Government End-Users. If you are a Government end-user, this license of the
Software conveys only “RESTRICTED RIGHTS”. This Software was developed at
private expense, and no part of it was developed with government funds. The
Software is a trade secret of SubRosaSoft.com Inc for all purposes of the Freedom
of Information Act, and is “commercial computer software” subject to limited
utilization as provided in the contract between the vendor and the governmental
entity, and in all respects is proprietary data belonging solely to SubRosaSoft.com
Inc. Government personnel using the Software, are hereby on notice that the use
of this Software is subject to restrictions that are the same as, or similar to,
those specified above.

7. General. This license will be construed under the laws of the state of
California, except for that body of law dealing with conflicts of laws, if obtained
in the United States, or the laws of jurisdiction where obtained if obtained
outside the United States. If any provision of this license is held by a court of
competent jurisdiction to be contrary to law, that provision will be enforced to the
maximum extent permissible, and the remaining provisions of this license will
remain in full force and effect.

C: Copyrights, EULA, and Trademarks
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Complete Agreement. This license constitutes the entire agreement between the
parties with respect to the use of the Software and related documentation and
supersedes all prior or contemporaneous understandings or agreements, written
or oral, regarding such subject matter.

Trademarks

"SubRosaSoft TextCrypt” is a trademark of SubRosaSoft.com Inc.

All other brand and product names are trademarks or registered trademarks of
their respective holders.

C: Copyrights, EULA, and Trademarks
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